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EneKTpoTexHWUKOr thakynreta
YHuBepsuteta y Beorpany

P YBHTAP ENeKT) dhaxyntera

kondor.etf.bg.ac.rs cepeucu 3a 3anocneHe

Mpeunue 3a cepeuce:
= D Bebmejn cepeuc

¥YnyTcTBa 3a cepBHUCe Ha OBOM CepBepy:

L MTWTANHI CEPTUDMEATH

= EnekTpoHCRd NowTa

= [poMeHa No3MHKe

= [nyne Bed npeseHTayuje
= VPN npuctyn mpexu ET®
= Dial-up noseanearbe

_m_

Mpeysumatrbe cothTBEpa

= @Mozilla Firefox
@Mozilia Thunderbird
@Microsoft Mail
SWinsSCP

@Putty

|| Tpaxn | | Ypehueare |

Ha ctpanuum http://kondor.etf.rs/ otBopute AMHK AUrUTanHU cepTUdmnKaTu
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PaYYHCKA UBHTAP BNEXTPOTEXHWUKON akynTeTa

Hasap

ET®-oBu CA cepTucukat

CepBucH Ha KoHOOPY KOJUMA Ce NPUCTYNa Npexko SHKPUMNTOBaHUX Be3a UMajy CeBoje AMrMTanHe cepTuduraTe uigate

o[, cTpaHe ET@-oBor ayTopuTeTa cepTudukara (certificaie authority - CA).

a Bam Ball Bed 4WTa| MK KNWjEHT 33 eNeKTPOoHCKY NoWTy He K NpyjaBrbBac 4a He NpenosHaje cepTHKKaT Koju
6 y &

Ce KopucTH, noTpedHo je fa uHctanuparte ET@-oBe CA cepTudHraTe
Mpeysmute ETd-08 HasHu cepTugukar (Root CAY:

= @y MEM popwaty

= & Internet EXpIOETS

= @a3a Mozilla Firefox
Mpeyamute ETO-08 nocpenHuykyn cepTudpukar (Intermediate/ServerSub CA)

= @y NEM dopmary

= €33 Internet Explorer

')/FI}'TCTBE 33 MHCTanKparme OBUX CEDTM¢HK8TB MOETE BWAETH OBIE

KoHpop SSH otucum kibydesa (fingerprints)

= Otisak javnog DSA kljuca za SSH2 protokol za racunar kondor.etf.rs je:

= Otisak javnog RSA kljuca za SSH2 protokol za racunar kondor.etf.rs je:

Pa4yHcku ueHTap
EnexTporexHu4kor dpakynrera
YHuBepsuTeTa y Beorpagy

-" ~ bezicni internet u srhiji

MoTpebHo je
CKMHYTK 06a
O3HaueHa
ceptuduKara.

Aeta/bHuje Ha
cnegehoj cnuum
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Ha cnepehoj cTpaHMUM CKMHUTE Ha Ball padyyHap oba o3HayeHa cepTudmkarta. CHuUMuTe
ob6a cepTndmKaTta y uctu pongep paam Nakiler cHanaxKeka KacHWje TOKOM MHCTanauuje

NCTUX
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p LI PavyHCKuW LeHTap
PAYYHCKIA YEHTAD BNEKTROTEXHWUKOT daxynTeTa Ene KTPOTEXHU4KOT Cpa Kynreta

YHuBeps3uTeTa y Beorpagy

Hasag

ET®-oen CA cepTudukatn

CepBucH Ha KoHOopY KojumMa Ce NPUCTYNa NPEeXo eHKDUNTOBaHUX Be3a WMajy CBoje AMIMTanHE cepTUiHKaTe u3gate
o[, cTpaHe ET@-oBor ayTopuTeTa cepTudukara (certificaie authority - CA).

[Oa Bam Bal 8e0 YWTaY UMK KNWJEHT 38 ENEKTPOHCKY NOWWTY He BM NpHjaBibMBac Aa He NpenosHaje CepTHMMKAT KojW
Ce KopucTy, noTpedHo je aa uictanupare ETd-oBe CA cepTudukare

1

KAuKOM Ha Apyro ozHa4yeHo

MpeyamuTe ETO-08 6a3HK cepTHOMKAT (Root CAY. e

= @y NEM DOPWMATY  aecHW KAMK NPEO npozop rge Tpeba ga
« @75 Internet Cxplorer™ ) usabepeTe rge menute ga
= @3a Mozilla Firefox DpenlitdsinNew ok cadyeare cepTudukar. Uctn
Open Link in New Wind 1
MpeyamuTe ETC-08 nocps pen ki Tew SO kerServerSubcay | OCTYNAK KopheTiTe Aa
Bookmark This Link CaYyyeaTe U gpyrd o3Ha4eHu
@y NEM hopmaty |
. g} = P 'PE Tl\r HEE“ brviicanenahe cepTudmKaT. OBaKo Warnega
. gaa l:-.er.:e._': x;; orer T CTPaHMLa 3aKO KOPUCTHTE
= @3a Mozilla Firefox
Gopy Link bacation . )—'frefox, YHONHKO KopucTUTe
YYTCTBA 338 MHCTANKpabe UBNX CEPTIMpIRATE MOmETE BRAETH 08/ internet explorer nornepajre

cnegehy cauky
Konpgop SSH otucum kbydeea (fingerprints)

= Otisak javnog DSA kljuca za SSH2 protokol za raéunar kondor.etf.rs je:

CepTnduKat ckmpaTe 4ECHUM K/IMKOM Ha O3HauYeHu cepTuduKaT u y nagajyhem meHujy
n3abepute Save Link As... OBo je nocTynak yKonnko Kopuctute Mozilla Firefox

3a Internet explorer norneaajte cneaehy ctpany
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D uewTap PayyHcku UeHTap
EnexkTpoTexHuukor dakynreta

YHuBepsuTeTa y Beorpagy

Hazag

ET®-oBu CAc &

Open in New Tab

m

o) 1 Wi ﬁEBM KAMK cne,qehe
Cepsuch Ha KoHAopY Koji PEIB SR SR oW X BE3A UMA]Y CBOje AUTMTANHE CEpTUdMKATE
W3gaTe o4 cTpaHe ETO-o Save Target As... ate authority - CA).
[a Baw gaw BeG unray . Tne1arget | NpUjaBLMBAG Aa HE Npeno3Haje cepTudukaT
KOjM CE& KopuCTH, noTpedt : TngukaTe.
Mpey3smnTe ETO-08 6a3H - Knukom Ha gpyro ozHa4eHo
Copy Shorteut nome oteopuhe sam ce

nposop rge Tpeba ga ‘
usabepete rge xenute ga
cadyeaTe cepTUdMHAT. McTi ‘

get:':m; KNMK Npeo
= ©3a Mozilla Firefox

&5 Blog with Windows Live

Npey3mnte ETP-08 NOCP (7' E-mail with Windows Live fversub CA) MOCTYNaK KOPUCTUTE ga I
= @y NEM qopmaty ag  Translate with Bing Ca4YyBaTe M GPYrH O3Ha4YeHH
= @3a Internet Explorer All Accelerators L4 cepTuduKar. OBaKo Marnega

CTPaHUL,a aKO KOpUCTUTE
internet explorer.

= $¥3a Mozilla Firefox BAd ey Favortess:

YOyTCTBA 33 MHCTanupat pBoE
Properties

KoHaop SSH otucum krbydyesa (fingerprints)

= Ofisak javnog DSA Kijuta za SSH2 protokol za ratunar kondor etfrs je:

L Neef7erQ 0022010 FT N2 FrodAr-AF-02-Mh-A1-70 ! =

@ Internet | Protected Mode: OFf ‘g v ®100% v

YKONUMKO KopuctuTe Internet explorer noctynak je uctu, jeanHo y nagajyhem meHumjy
KNMKHETE NeBUM KAMKOM Ha Save Target As... (03Ha4YeHO Kao Ha canum)



Organize « Include in library + Share with = Burn New folder i~ 0 @

[ Favorites
B Desktop
& Downloads ﬁ OsHayeHu cepTuduKar oTeapare
=il Recent Places LYNAUM NEBUMM HIMKOM MULLE

ETFServerSubCA

= Libraries

4] Documents
@' Music
k= Pictures

E Videos

1B Computer

€l Network

2 items

OTtBopuTe dpongep y Kome cte CHUMUAN cepTudmnKkaTte. OTBopuUTe cepTudUKaT 03HayeH
Kao Ha CUM AYNIUM IEBUM KIMKOM MULLIA



De you want to open this file?

|- | Mame:
~4$%  Publisher: Unknown Publisher
Type: Security Certificate

From: f e

Always ask before opening this file

potentially ham your computer. f you do not trust the sounce, do not

l@ While files from the Intemet can be useful, this file type can
open this software. What's the nsk?

Mpuankom otBaparba nuTahe Bac ga nu xenute aa otBopuTe cepTudUKaT U NPUXBATUTE

NIEBUM KJIMKOM Ha ayrme Open (03Ha4YeHo Ha canum)



Y cnegehem Kopaky nounme

Gerneral ! Diatails i Cartification Path UHCTaINUPaHbe CaMmor

cepTudUKaTa KIMKOM Ha
Install Certificate

@@ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ETF CA

Issued by: ETF CA

Valid from 01- Sep- 09 to  30- Aug- 19

Hnstall Certificate.. [§| Issuer Btatement

. e
Learn more about tertificates




Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
ists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data ar to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

KnukHute Ha Next Kako bu
HaCTaBUAN MHCTaNaunjy
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* Na 6u ceptndumkat 6uo npaBmMaHO

' MHCTaNMpaH noTpebHo je aa

Certificate stores are system areas where certificates are kept.

NeBUM KIMKOM muwia Ha Place all

Windows can automatically select a certificate store, or you can spedfy a location for Certlficates in the fOl/O Wlng StOI‘e
the certificate.

(1 Automatically select the certificate store based on the type of certificate (03 Ha4eHOo 6 pOJ emMm 1 Ha Cn L||V| ) d
1 Ia::e all certificates in the following store 3aTUM Ha Bro wse... (03 Ha4YeHo

Certificate store:

Foonse.. )2 | OPOjEM 2 Ha canum)

Learn more about certificate stores

<Back | mNext> | | cancsl




Certificate Import Wizard —— ] % | Knukom Ha Browse otsopuhe ce

| HOBM NpPO30p Yy Kome Tpeba aa
are kept,

n3abepete Trusted Root

or vou can spedfy a location for Certification Authorities
~ Enterpees R (03HaueHo Ha canum bpojem 1) un

| Intermediate Certification Authorities .
-] Trusted Publishers I OK (o3Ha4yeHo Ha canum bpojem 2)

1 Lintrieted Tertifirates
Browse... |

i 1

[7] show physical stores

Learn more about certificate stores

II <Back | mext> | [ cancel



Knnkom Ha OK 3atBopuhe ce

Celifsate Shoeo Nnpo30p U KIMKHNTE Ha Next KaKo
Certificate stores are system areas where certificates are kept.

61 HacTaBUAWN UHCTaNaumjy

Windows can automatically select a certificate store, or vou can spedfy a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate
@ Place all certificates in the following store

Certificate store;

Trusted Root Certification Authorities I Browse. .. I

Learn more about certificate stores

e




Knnkom Ha Finish npuxsaTaTte ga

Completing the Certificate Import he cepTudumKaT BUTU MHCTAaNMpPaAH

Wizard

Ha 3a4aTO0j IOKaunjn
The certificate will be imported after you dick Finish,

You have specified the following settings:
Certificate Store Selected by Uiser BRE=l BTl A 8= gifile
Content Certificate




Security Waming mx | Paaun curypHoctn Windows Bac

. . T _ NMOHOBO NUTa Aa /1N CTe CUTYPHUN Oa
You are about to install a certificate from a certification authority (CA)

j .I:\ claiming to represent;

XenuTte ga UHCTanmparte
ETFCA
cepTndunkat. KnnkHUTe Ha Yes Kako

Windows cannot validate that the certificate is actually from "ETF CA",
You should confirm its origin by contacting "ETF CA". The following 6[4 HaCTaBuuin

nurmber will assist you in this process:

Thumbprint (shal): A1EB6509 GCDFEI0A CT4ATITT 56105988 4B2080A7
Warning:

If you install this root certificate, Windows will automatically trust any

[ certificate issued by this CA, Installing a certificate with an uncenfirmed

thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?

| |
e

SIS = el e e — — e — & 4




Mo n3baumsary NOpykKe Aa

je cepTuduKaT ycnewHo
MHCTaNMpPaH KJIMKHUTE Ha
OK ayrme

General |De1a.i]s I Certification Path

@a_ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: ETF CA

Issued by: ETF CA

Valid from 01- Sep- 0% to  30- Aug- 19

natall Certificate...| | Issuer Statement |

Learn more about certificates
O

M no 3aTBaparby obaBelwTera KAUKHUTE

Ha OK Kako 6u 3aTBOpPMAM NPO30P
ceptuduKkarta



Organize « Include in library + Share with = Burn New folder i~ 0 @

[ Favorites
BE Desktop
& Downloads ?l ﬁ OsHayeHu cepTuduKar oTeapare
il Recent Places LYNAUM NTEBUM HIMKOM MULLA

ETFCA ETFServerSubCA

= Libraries

4] Docurments
& Music
k= Pictures

E Videos

1M Computer

€l Network

2 items

OTBOpUTE APYrN cepPTUPMKAT O3HAUYEH KAo Ha CANLKN AYNAUM IEBUM KIUKOM MULLA



. Unknown Publisher
 Security Certificate

2

Abways ask before opening this file

While files from the Intemet can be useful, this file type can
@ potentially ham your computer, i you do not trust the source, do not
open this software. What s the nsk?

[MocTynaK je UCTM Kao 1 3a NpBU cepTudUKaT



Y cnegehem Kopaky nounme

General | Details | Certification Path WHCTanupare camor ceptuduKarta

. gl certincate 1 " K/IMKOM Ha O3Ha4YeHO AYyrme
e e Information

This certificate is intended for the following purpose(s):
» All application polides

Issued to:  ETF Server SubCA

Issued by: ETF CA

Valid from 01- Sep- 02 to 27- May- 17

natall Certificate... . [zsuer Statemer




Certificate Import Wi

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dids Next,

< Ea:r

KnunkHute Ha Next Kako 6u
HACTaBUAM UHCTaNaUmnjy



e

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

(71 Automatically select the certificate store based on the type of certificate

1 a::e all certificates in the follawing store

Certificate store:

z

Learn more about certificate stores

<Back || mNext> | | cancel

. [a 6u ceptndumnKkat 6o npaBuIHO

MHCTannpaH notpebHo je aa
NIeBUM KNMKOM muLia Ha Place all
certificates in the following store
(03HayeHo 6pojem 1 Ha chmum) a
3aTUM Ha Browse... (03Ha4eHo
6pojem 2 Ha canun)



Certificate Import Wizard , : "% Knukom Ha Browse oTsopwuhe ce

- . HOBM MPO30p Y Kome Tpeba aa
g are kept,

nsabepete Intermediate

or you can spedfy a location for Certification Authorities

B i ot s (03Ha4eHo Ha canum bpojem 1) n
OK (o3HayeHo Ha canum 6pojem

| LIntristed Certifirates l

2

Learn more about certificate stores

ll = Back ][ Mext = ][ Cancel




Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate,

(7} Automatically select the certificate store based on the type of certificate
1@ Place all certificates in the following store

Certificate store:

Intermediate Certification Autharities i Browse, .. I

Learn more about certificate stores

- =

Certificate Import Wizard Lf Knnkom Ha OK 3atBopuhe ce
|

NPO30p U KNMKHUTE Ha Next Kako
61 HacTaBUAWN MHCTaNaUMjy



| Knukom Ha Finish npuxsaTtate aa

Completing the Certificate Import he cepTudumKaT BUTU MHCTaNUpPaH
Wizard Ha 3a4aToj ~o0Kaumju

The certificate will be imported after you dick Finish,

You have specified the following settings:
(Wl el e s RNl Intermediate Certifice
Content Certificate

< Back n [ Cancel




Mo n3baunsary NopyKe aa je
cepTudUKaT ycnewHo
MHCTaNIMPaH KIUKHUTEe Ha OK

ayrme

General | Details | Certification Path

|__. R | Certificate Information

This certificate is intended for the following purpose(s):
» All application polices

Issued to:  ETF Server SubCA

Issued by: ETF CA

Vvalid from 01- Sep- 02 to 27- May- 17

EI;SBH Eerﬁﬁmte...l | Issuer Statement |

Learn more about certificates

N no 3aTBapatby obaBellTEHA KANKHUTE
Ha OK KaKo 6u 3aTBOpPUAM NPO30P
ceptudukaTta




Nocne nHctanupara ceptudpurKara NnoTpebHoO je pectapToBaTh padyHap!

CnuKa npMKasyje AoHM JEeCcHM Yyrao eKpaHa.

Ha npBo 03Ha4YeHO KIMKHUTE AECHUM K/IMKOM,
Ha MEecTo 03HayeHo Gpojem 2 KNMKHUTE NEBMM
KAMKOM.

Troubleshoot preblems

| Open Network and Sharing Center

2

10:47 AM |

EH ol ] .I:I.:I
pLR 05-Jul-11

Y notbeM AeCHOM YIy ekpaHa (nopep cata) NoTpebHo je Aa KAMKHeAe AECHUM KIMKOM
Ha MpPEeXXHY MKOHULY (03HAuYeHO Ha canum 6pojem 1) My MeHUjy Koju ce nojasu
KNNKHUTE NeBUM KNMKOM Ha Open Network and Sharing Center (03HauYeHO Ha canum
b6pojem 2)



"' "' - | L*: <€ Metwork and Internet » Metwork and Sharing Center - | 1

Control Panel Home . . Z . :
View your basic network information and set up connections

Manage wireless networks -,L- |—b @ See full map
| =

Ch dapter setti
ange adapter settings Metwork Internet

Change advanced sharing (This computer)

settings . . - I
g View your active networks i |

\ rk’ Metwork Access type: Internet
1Y = = -
APPT Work netwerk Connections: Wl Local Area Connecticn

Change your networking settings

‘ﬁ;. Set up a new connection ar netwark
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access

point.
Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Cisco Aironet Client
Diagnostics

Q% Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

HomeGroup

Internet Options (== Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

KnnkHnte nesmm KAMkom Ha Connect or Disconnect Kako 61 0TBOPMO CNUCaK BeXNYHNX
MpeXa Koje cy Yy AOMeTy



OTtBopuhe ce HOBM NPO30P Yy KOMe je NoTpebHo aa

Mot connected
npoHahete ETF mpeKy N KAMKHUTE IEBUM K/IMKOM

dﬂﬂ Connections are available
, Ha HbY

Wireless Metwark Connection FS

@ 1

m

Open Metwork and Sharing Center




KnukHute Ha Connect Kako 6u cTe ce

Mot connected

I:E[[[l Connections are available

Wireless Metwork Connection

KOHEKTOBa/In Ha ET®-oBy HeXKnUUuHYy MmperKy

L]

ETF o

[¥] Connect autormnatically l1

Open Metwork and Sharing Certer




g
Network Authentication

Please enter user credentials

—
‘ | lUser name Bawe HBPHEHH'-IH+ MmMe
| Password BalWla NOZMHHKa |

Mocne knunka Ha Connect oTBopuhe ce npo3op y Kome Tpeba ga yHeceTe Bawe nogaTke.

KOpMCHW—IKO MMe N NO3MHKA 33 BeXKMUYHU UHTEPHET CYy UCTU KaO U 3a KOH,CI,Op.

Kag yHeceTe nogaTke KAMKHUTeE Ha OK gyrme



G The connection attempt could not be completed

The Credentials provided by the server could not be validated, We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

e | S—

Knnkom Ha OK otBopuhe ce HOB Npo3op y Kome Tpeba aa KnnkHeTe Ha Connect Kako 6um
YCMOCTaBWU/IN KOHEKUMU]Y.

Y KONIMKO CTe ypaanau Lueo nocTynak Kao y ynyTcTBy a umaTte npobaema ca KOHEKLNjoM,
MoKeTe ce 0bpaTuUTH 3a Nnomoh TeXHUYKO] nogpLiUm Ha okan 319



